Unauthorized Release of Account Information

REMINDER TO ALL CARDHOLDERS 

1. Cardholder and Billing Official information should not be passed or provided to anyone outside the Government Purchase Card Hierarchy, nor should this information be posted to any websites or homepages. If there are any accounts in the field that may have been compromised through this questionaire, please pass that information to the undersigned, ACA, after termination of the account through US Bank. 

Patricia Wingers 
Army Purchase Card Program Coordinator Support 
Ph# (703) 681-5546 DSN: 761-5546 FAX: (703) 681-1120 
Email Address:  patricia.wingers@saalt.army.mil 
Address:  ACA Skyline 6, Suite 302 
5109 Leesburg Pike 
Falls Church, VA  22041-3201 

2. The attached has been received by numerous Government Purchase Card cardholders.  It is not an official request for information and it is probably an attempt to compromise DOD accounts.  We have forwarded it to the DOD IG and various criminal investigative agencies for their action.   Immediately pass this to all participants of the GPC program in your organization with the notification not to complete the questionnaire.  It should be deleted immediately.  In the event a cardholder has mistakenly completed and submitted the form, that account must be suspended as soon as possible.  Also, a 100% review of all activity must occur prior to invoice certification on these compromised accounts.  We must take all necessary action to protect the Governments liability.
3.  Additionally, remind the cardholders that their account information is not to be passed to anyone or any organization outside of the GPC hierarchy.
Daniel Schwemmer
PC-PMO

Army Contracting Agency

11/3/03
Source: October 27, 2003, via email  (Antifraud department [ccsfraud@authorizenet.com]

	Attention! In our global system of monitoring there was a technical failure.
In avoidance of frauds with your credit card enter the full data for authorization, otherwise your credit card will be frozen during 10 day.




	Top of Form
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authorize


    First name: 
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    Last name: 
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    Date of Birth 
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MM/DD/YY


    SSN: 
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    MMN: 
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    Alternative password: 
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    max 8 char.

    Full Name on Credit Card: 
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    Card Type: 
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Visa

   

    Card Number: 
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    Expiry date: 
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mm/yyy


    CVV2 code: 
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    ATM PIN (Bank Verification) #: 

    [image: image13.wmf]


    Credit Card Billing Address: 
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    City: 
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    State/Province: 
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    Province if not US/Canada: 
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N/A


    Zip/Postal Code: 
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    Phone Number: 
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    Fax Number: 
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    Country: 
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United States
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ubmit
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http://www.auth


Bottom of Form


	Authorize.net, an InfoSpace service, is the preferred global payment-processing service for e-commerce, enabling merchants to process secure transactions in real time, 24 hours a day. 

Authorize.Net Payment Solutions process credit cards and electronic checks, and work with any business model, including Internet, broadband, wireless, call centers, and retail. More businesses are using Authorize.Net to process their transactions over the Internet than any other payment solutions provider. 


Since 1996, Authorize.Net has rapidly become a leading provider of Internet-based transaction services, with thousands of online and traditional business customers around the world. Authorize.Net has also formed strategic alliances with leading financial institutions and technology partners to deliver the most comprehensive online authorization and processing services in the industry. 

Business Development 
As the Internet's leading real-time payment processor, Authorize.Net is the clear choice for e-commerce-related business development opportunities. 
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